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Hacking, sgl injection ,Data Base ,Exploits, Vulnerabilities, blind
sgl injection.
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mysql_connect(localhost,root,™");
$d=mysql_select_db(my_books);
$id=$_GET['id7;
$result=mysql_query("select * from book where id="$id" ");
while($row=mysql_fetch_array($result))

{

echo $row[content];

9. }
10.7>
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$result=mysql_query("select * from book where id="$id" ");
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$result=mysql_query("select * from book where id="$id" ");
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"'.addslashes($_POST['message’]).""
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J14][4] e 5l aaleal) o aria

dadys adll Jiluy 3 bl sacls (ads clsles gl aas e sl
435ia) 8 aaleall 2 28 Cloglaal) 2368 caaivaall el ) Uil Jilas) iy
328 aaa o L) 5ol 82Vl s el e JlaSy cclilll sac ]
[A]0 s 2adls 3aae Y Lany eland i i)

Axale dery as8 G Glaanll e cblaayl AT e Joasll olaiayl

a5 limayall 3gh cariiuall DAL dxalye &Aool dymayll 2SO0
il 320l 5 lises Lelee s Lgilit) 3 3 Lomayal) a1,SY) A g daac dnnlye
4adyy dapmaa Gyl 21SY) oda S Ll aadiall CMA A dxalya ol S
i by (el 288y Load andtidl) Ll 1 Jeall Lginahe culS LS
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o) Ciay reandt ) AnaY) sl e lasls e oSt <1 ASP.Net
[15] [16] JSJJ C““b'm 54 (9 4&\4\,}.\]\

s el ol asdl) S (Scanning run time). )

Cam Joreil) 28 ()5S ) A g SN adlpall BAN andll e et 312Y) o8
oanill iy (S all) acld Ging et Ayl 5% o (aSy Lyl a5
L@J& (e uS.A.d\ gtﬂ\.}) 'é);ul\ Y deng 33‘)“

feadll SN draliay pand LY

et A 2] B e Gl a8 GASP Axly 4 5ially o3a dglaall 30 ¢
leale il (e Sy (S lgle majual) @Ol a8 Clilall ac )@ sy

Ay pra LS e Cul€ 13l o) Llial ) LK) s 5 3
LIS el e Jlie g 7 lad) ade Gang 43ls UL 5ac 8 3 dadiise g
[12]

DELETE, SELECT CREATE, UNION
g aUai 8 (Nested Queries) adalsial ciladainy) dpald Julaati @
J11][4] bl
e ol ol L) Aaaa Al bl ()65 el Gany S
Jaty) die Q) e Alladl o3a 8 AlSie 038y L D)) Jan (Bl
D [6] Jul Jal 8 LS elldy mysql_escape_string() Al alads) aalall
$User Name=mysqli_real_escape_string($GET['User Name');

mysaql_query("SELECT * FROM tbl_numbers WHERE User
Name="".$User Name." ' ");

A plaainly @lldg Dl DA e Uil clilall Lbesi dlen oLl =
P [17] Sw Jsal s L filter_sql()

Function filter_sq ($input) ;
{$reg="(delete) | (update) | (insert) ";
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Return (eregi_replace($reg,"",Sinput)); }
mysql_real_escape_string. mysql_escape_string gallall alaisi) =
8 LS llyg Sl sl s il Gbad e laall 8 Glaclis ol
[13][4] codtill Cpualliial)
<?php
$item = "Zak's Laptop";
$escaped_item = mysql_escape_string($item);
printf("Escaped string: %s\n", $escaped_item);
7>
<?php
I/l Connect
$link = mysql_connect('mysgl_host', 'mysql_user’, ‘mysql_Pass
Word")
OR die(mysql_error());
$query = sprintf("SELECT * FROM users WHERE user="%s'
AND Pass
Word="%s"",mysql_real_escape_string($user),mysql_real_escape_s
tring($Pass Word));
7>
lalglls dda giiall ALalillS lgie Cldlall (any Al3)y DAL s dilany ALl o
Gl 522l LY Jseasl aaleall o gt 38 ) llall (o byt 5 dasaiall
[51[2]
Jsadl) Jimass ol adsall & Cindl illee 8 ad (e 0 aliny Lew aST iy
dana o Aailadl @lldy caaiuall J e Ja) ) zlias Al e LY ods Jies
Zhsad (e (S Jasy Cany hyae asall 8 (IS 13 Diad casall 3 Lty
(space) syl A (4o dilse puzas S 2li5 php il (form) ays
praall o i Lae 4 Canyy 3 Sl Cilygine pan Al jeliind Cually LG
Sl esing ¥ Gl Aleny Galall ) of e oS 8 a8y Jalls o(Server)

D [A]lewlasin) Ak gy JUI 26U trim() ANl DA e b L5 ¢18
$search=trim($_GET['search"]);
if(isset($search) and 'empty($search) )
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#a i)
} P
GSad Cnall dglas (& Cajal) dae s e aadiidl) la) (84l dls
G AU eyl &1 Leaza gy Lgaladiiny ddyyhag strlen() Al alaasinly elly
Galdl) Sty iy Y asld Vs alael saS Cajal 0 JAY o aasiudl
D [A] ) ddeny
search=trim($_GET['search]);

if(isset($search) and 'empty($search) and strlen($search)>=5)

{
#aDlain)

¥

ST e o lgle Jad ) pilsally i giy) 4S0s e 4 laagl )
bl Vg yshay Gamapuall Legalsy (Al cboaaill

Tangs ISy Sy aleill 4l o Asguadly Jaay bzl (o gl 128 Y
L) ae ) e adiad ) Lyl Cliyalailly a8 gall Lled

LI Cannsy llag algall 3 € (S ine el e il 12 LY
bkl 2ol il e sas) (588 Al Glipdailly ad)gall aulsll
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Blind SQL Injection Exploits

Protection Against it and Patching it
ASISTANT: SHADI SHAMMAS

SUMMARY

The security threatings on the internet and its sites has become one of the
biggest challenges in the present days , according to the huge evolvement
in the technics which used in attacks . We can say that one of the easiest
and the most dangerous attacks is the injuction gaps , in inquiring
language , (SQL Injuction) . SQL has made a big and dangerous
threatening to any site or a web application which the data base is one of
its components . These gaps make attackers or Hackers able to get
information and the sensitive and important data which has big and
huge value in data bases . The ways of attack is distinguished through
these gaps because of learning ease , beside these gaps may cause
damages range from simple damages , possible damages to damages can
hit the whole informational system . We also have to refer that many of
applications and electronic sites on internet maybe affected by these
gaps .

In this research , | make a study about the easiest and the most important
and dangerous security gaps in sites which named the informational
language injuction gap SQL . It considers the most common in breaking
data base and stealing its information or destroy it . In addition , |
mention some ways and methods can follow to protect data base from

these gaps attacks , and they sometimes can help in closing these gaps

and block it .
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