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 - -   SQL )Blind Sql Injection(:  

 )blind sql injection (

true 

false  or 1=1, 1=0 - And 1=1, 1=0  

 [4].  

 - - SQL:  

Sql Injection   sql

Blind Sql Injection  
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sql Sql Injection 

)driver (  

UNION SELECT nulls 

"Wrong Fetch Array " 

 

blind folded 

 [4][2].  

 - -     

[2][4][9][1]:  

 

 

)Sever (

)' (

:  
(1) SELECT * FROM Users WHERE UserID = 2 
(2) SELECT * FROM Users WHERE UserName = 'University' 

:  
/my_site/admin.asp?UserID=2 

)' (   

+ :  
/my_site/index.asp?UserID=2' 
/my_site/index.asp?UserID=1 + 1 

)Server (  
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:  
SELECT * FROM Users WHERE UserName= 'University' 

   )' (

'U'+'niversity'   :  
(1) SELECT * FROM Products WHERE UserName= 'U'niversity'  
(2) SELECT * FROM Products WHERE UserName= 'U' + 
'niversity' 

    

:  

. . 

. . 

. . 

blind folded   

 sql WHERE 
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WHERE TRUE FALSE 
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SELECT * FROM books WHERE book_id =40000 
   or 1=1 

:  
/my_site/news.asp?book_id=40000 or 1=1 

:  
SELECT * FROM books WHERE book_id=40000 or 1=1 

= true   

   

or 1=1 

WHERE   

:  
/my_site/index.asp?Col_ID=233 

:  
SELECT * FROM Tbl WHERE Col_ID=233 AND Col_style 
BETWEEN 'style1' AND 'style2' AND Col_show='true' ORDER 
BY Col_ view ASC, Col_Col_id DESC 

or 1=1 :  
SELECT * FROM Tbl WHERE Col_ID=233 or 1=1 AND 
Col_style BETWEEN 'style1' and 'style2' AND Col_show='true' 
ORDER BY Col_ view ASC, Col_Col_id DESC 

) -- (

:  
SELECT * FROM Tbl WHERE Col_ID=233 or 1=1 -- AND 
Col_style BETWEEN 'style1' and 'style2' AND Col_show='true' 
ORDER BY Col_ view ASC, Col_Col_id DESC 

 
 )Administrator( 

)'(  )User Name (
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     log in

      

)' ( :  
1- SELECT * FROM thedatabaseuser.user 
2- WHERE UserName = 'ADMIN' AND PassWord = 'alsoadmin' 

user 

WHERE )record (

 ADMIN 

alsoadmin 

blind folded 

:  
SELECT * FROM thedatabaseuser.user WHERE UserName = '' or 

'' = '' ' AND PassWord = '' or '' = ' ' 

:  
SELECT * FROM thedatabaseuser.user WHERE UserName = '' or 
1=1/*' AND PassWord = '' 

:  

  
             : [1]  

 - - SQL :  
   

 MYSQL-MSSQL-ORACLE  
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SQL SQL 

SQL 

    :  

 

  

 

hash) (Md5()

base64_decode()   base64_encode() 

 )Credit Cards(  

  [8][3][4]. 

  

[2][4]. 
   )Server (

   

 )JavaScript(

 [3][4][10]. 

 )key words (

SQL 

in – on 

   

 [8] . 

 )Parameterized 
Input(     

   [4][8]. 
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[4]: 
 

  
Scrawir   

  
Bako’s SQL injection 

scanner 
 

 
Paros proxy 

 
Acunetix  

  

 
Netsparker – Web 

Application Security 
Scanner . 

  

  
[4] . 

   
  

  )Input PassWord ()Text(   
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[4][7]. 

 

URL

 [7][3]. 

 is_numeric()  
  

intval()  
 

   
 

 [4]: 
1. <? 
2. mysql_connect(localhost,root,""); 
3. $d=mysql_select_db(my_books); 
4. $id= $_GET['id']; 
5. $result=mysql_query("select * from book where id='$id' "); 
6. while($row=mysql_fetch_array($result)) 
7. { 
8. echo $row[content]; 
9. } 
10. ?> 

 id 

id GET 
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id 

:  
$id=is_numeric($_GET['id']) ; 

$result=mysql_query("select * from book where id='$id' "); 
  

$id=intval($_GET['id']) ; 
$result=mysql_query("select * from book where id='$id' "); 

 )\ ()'( 
SQL  

 SELECT * FROM table WHERE field='text'; 

text field 
text's  field

 [2]: 
 SELECT * FROM table WHERE field='text's'; 

 

 
   

 
:  

SELECT * FROM table WHERE field='text' ; DELETE FROM 
table; 

)\ ( 
 [2]:  

 SELECT * FROM table WHERE field='text\'s';  
 addslashes()  /  )'(  

 (") [4]:  
<?php 
mysql_query("insert into guestbook set message = 
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'".addslashes($_POST['message'])."'" 
?>  

 
 )form (

    

       

  

) (

 MYSQL

 

 

 Administrator  

) (user  

 Administrator  

   

ExamAlreadyRegistred()

  'Administrator……x' 

  

 ) (

MYSQL  

  'Administrator ……' 

 Administrator
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SELECT 

 )Administrator( [4] . 

 GreenSQL 

SQL INJECTION

CentOS , debian , Opensure , 

fedora , ubuntu , FreeBSD 

  [4] . 

  )User Name( 
)Pass Word (NOT NULL Create 

 
 : 

CREATE Table user ( Id int(10), User Name varchar(30) NOT 
NULL, Pass Word varchar(30) NOT NULL PRIMARY KEY(id) ) 

SQL INJECTION  
SELECT  

 :  
SELECT * FROM thepornoplayer.user WHERE User Name = '' or 
1=1 ' AND Pass Word = ''; 

user 

User Name = true

true  

and true 

 [4].  
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[4]. 

 

[3]. 

  (=) LIKELIKE  
 

[4]. 
    

    

[14][4]. 

   
   

:  
 [4].  
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ASP.Net  

 [15][16]: 

 ).run time Scanning (:  

  
  

.  

  . :  

  ASP 

 

.  

  
  , 

[12]: 

DELETE, SELECT CREATE, UNION 

 )Nested Queries ( 
[11][4]. 

   
   

 ()mysql_escape_string  [6]: 
$User Name=mysqli_real_escape_string($GET['User Name']); 
mysaql_query("SELECT * FROM tbl_numbers WHERE User 
Name=' ".$User Name." ' "); 

  
filter_sql()  [17]: 

Function filter_sq ($input) ; 
{$reg="(delete) | (update) | (insert) "; 
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Return (eregi_replace($reg,"",$input)); } 
 mysql_escape_string   mysql_real_escape_string 

  

[13][4]: 
<?php  
$item = "Zak's Laptop";  
$escaped_item = mysql_escape_string($item);  
printf("Escaped string: %s\n", $escaped_item);  
?>  
<?php  
// Connect  
$link = mysql_connect('mysql_host', 'mysql_user', 'mysql_Pass 
Word')  
OR die(mysql_error());  
$query = sprintf("SELECT * FROM users WHERE user='%s' 
AND Pass 
Word='%s'",mysql_real_escape_string($user),mysql_real_escape_s
tring($Pass Word));  
?>  

  
 

[5][2]. 

 

 

 )form (php )space (

 

)Server( 

trim()  [4]: 
$search=trim($_GET['search']);   
  if(isset($search) and !empty($search) )   
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{  
#    
}  

 
strlen()  

   
 [4]:  

search=trim($_GET['search']);   
  if(isset($search) and !empty($search) and strlen($search)>=5 )   
{  
 #    
}  

  

  

  

  

  

  

  

  

. 

. 

.  

 . 

. 
. 
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. 
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.  

.  

 . 

.    
)Authentication(  

 
SQL   

.  
.   )Confidentiality( 

   

 . 

. )Integrity( 
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)Availability(   
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Blind SQL Injection Exploits 

                    Protection Against it and Patching it 
ASISTANT: SHADI SHAMMAS 

SUMMARY 
The security threatings on the internet and its sites has become one of the 

biggest challenges in the present days , according to the huge evolvement 

in the technics which used in attacks . We can say that one of the easiest 

and the most dangerous attacks is the injuction gaps , in inquiring 

language , (SQL Injuction) . SQL has made a big and dangerous 

threatening to any site or a web application which the data base is one of 

its components . These gaps make attackers or Hackers able to get 

information  and the sensitive and important data which has big and 

huge value in data bases . The ways of  attack is distinguished through 

these gaps because of learning ease , beside these gaps may cause 

damages range from simple damages , possible damages to damages can 

hit the whole informational system . We also have to refer that many of 

applications and electronic sites on internet maybe affected by these 

gaps .  

In this research , I make a study about the easiest and the most important 

and dangerous security gaps in sites which named the informational 

language injuction gap SQL . It considers the most common in breaking 

data base and stealing its information or destroy it . In addition , I 

mention some ways and methods can follow to protect data base from 

these gaps attacks , and they sometimes can help in closing these gaps 

and block it . 
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