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Distance Learning Security

Abstract:
When distance learning had become widespread, many problems came out.
l.e. technical problems, software problems, learning staff problems and
learning security problems. In this paper we have concentrate on security
problems and suggest a suitable solution to protect website and its learning
contents using a developed session.
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J* dudall dglay */
session_start();

class session

{

[% iy Galal) Jgand) anl*/

var $ses_table = "sessions";

[* bl ac sy Juay) e SH Jgatia */
var $db_con ="Y";

[* ) ae sy Jlail) N gaia */
var $db_host = "localhost™;
var $db_user = "root";

var $db_pass = "root";
var $db_dbase = "education™;

[* ) ae )iy Juasyl ¢ L) */
function db_connect() {
$mysql_connect = @mysql_pconnect ($this->db_host,
$this->db_user,
$this->db_pass);
$mysqgl_db = @mysgl_select_db ($this->db_dbase);

if ($db_con) {
return FALSE;

}else {
return TRUE;
}

}

[ Ulad) aaag Tay bl 50018 8%/
function _open($path, $name) {
if ($this->db_con =="Y") {
$this->db_connect();
}

12



return TRUE;
}

[* sl e ) */
function _close() {
$this-> gc(0);
return TRUE;

}

[* bl ae g o lilll 3e) )8 */
function _read($ses_id) {
$session_sgl = "SELECT * FROM " . $this->ses_table
." WHERE ses_id = '$ses_id™;
$session_res = @mysql_query($session_sql);
if (1$session_res) {
return “;

}

$session_num = @mysql_num_rows ($session_res);
if ($session_num > 0) {
$session_row = mysql_fetch _assoc ($session_res);
$ses_data = $session_row["'SES_VALUE"];
return $ses_data;
} else {
return ;
}
}

[* 32 &) 3 sanaa calily 6<%/
function _write($ses_id, $data) {
$session_sgl = "UPDATE " . $this->ses_table
" SET ses_time="". time()
", ses_date="" .date('d/m/Y")
", ses_value="$data' WHERE ses_id='$ses_id"";
$session_res = @mysql_query ($session_sql);
if (1$session_res) {
return FALSE;
}

if (mysql_affected_rows ()) {
return TRUE;
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b
$session_sgl = "INSERT INTO " . $this->ses_table

. " (ses_id, ses_time, ses_start, ses_date, ses_value)"
" VALUES (‘$ses_id", "' . time()
UM time() ™M™ Ldate(‘d/m/YY). ™, '$data’)";
$session_res = @mysql_query ($session_sql);
if (1$session_res) {
return FALSE;

} else {
return TRUE;
}

¥
J* dudall calily Cada */
function _destroy($ses _id) {

$session_sgl = "DELETE FROM " . $this->ses_table

." WHERE ses_id = '$ses_id™;
Psession_res = @mysgl_query ($session_sql);
if (I1$session_res) {
return FALSE;

} else {
return TRUE;
}

}

/% 385l Al calily Cada */
function _gc($life) {
Pses_life = strtotime("-5 minutes™);

$session_sgl = "DELETE FROM " . $this->ses_table
." WHERE ses_time < $ses_life";
$session_res = @mysql_query ($session_sql);

if (1$session_res) {
return FALSE;

} else {
return TRUE;
}

}
¥
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